Carbon Application Notes Disabling Anonymous Access

How to Disable Anonymous Access for Carbon Coder Web Interface

In certain situations it may be suggested to have users login to use the Web
Interface. With a standard Microsoft Windows 2003 server installation by default the
Internet Information Services (11S) manager settings for web sites is set to allow
anonymous access. Under this configuration the Web Interface for Carbon Server
can be accessed by any user with the address to the Web Interface. You will find
instructions below on how to disable anonymous access. Once this is done only
users with a username and password for the Carbon server machine can access the
Web Ul. You can have the system administrator for the machine create a user login
specifically to access the Carbon Coder Web Ul.

Instructions for disabling Anonymous Access for the Carbon Coder Web Interface
(default.htm):

1. Go to Start > Control Panel > Administrative Tools. Open up the Internet
Information Services (11S) Manager.

2. Select ‘Default Web Site’ under ‘Web Sites’. Right click on ‘default.htm’ and
select properties in the right panel.
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3. Select the ‘Edit’ button under the File Security tab in the ‘Authentication and
access control section’.
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4. Uncheck the ‘Enable anonymous access’ option

Authentication Methods E |
ﬁ Enable anonymous access

Lz the Followdng Windows user sccount fior anonymous access:

Lser name: |I_I5R SWCTAG-65YTIEL Browss, ., I

Passward: quuuu

[ Authenkicated access
For the following authentication methods, user name and password
are required when:

- anonymous access is disabled, or

- access is restricted wsing NTFS acoess conbrol lisks
[ Integrated Windows authentication
[ Digest authentication for Windows domain servers
[V Basic authentication (password is sent in dear text)

[ .MET Passport suthentication

Defauit domain: | Selerr,

Realm: ]
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